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SUMMARY

1. Title
A Study on Security Considerations for the Adoption and Deployment of a Secure 5G

Private Networks

2. Objective and Importance of Research

O The Objective and Importance of this project are as follows

Along with intensifying competition to secure leadership in the 5G network,
which will become the standard technology of the global mobile communication
network industry, supply dedicated frequencies for 5G private networks in major

countries around the world and create a service environment in various fields.

5G private network is a 5G network that can be used only in a specific area
(building, factory, etc.), and is a customized network specialized for the service

to be introduced in that area. Build stand-alone or connected to public network.

The Ministry of Science and ICT announced the 5th generation (5G) private
network policy plan (January, ~21 and supply plan (June, ~21) and suplied
4.7Ghz/28Ghz band frequencies.

Security technology research is required as a prerequisite for the success of 5G

private networks and related government policies.

In particular, it is urgent to support the systematic establishment of safe 5G
private network security by presenting security considerations suitable for 5G

specialized network to domestic 5G specialized network introduction companies
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and related organizations.

Therefore, this task aims to derive technology application reference guides and
security requirements for companies planning to introduce 5G private networks
through research on security considerations for the introduction and establishment

of safe 5G private networks.

3. Contents and Scope of the Research

O The composition and scope of this project are as follows

Domestic and overseas 5G private network introduction and application case
analysis study

Research on 5G private network radio access and base station security
considerations

5G private network applied technology types and security considerations for each
technology

Research on security considerations for companies introducing 5G private

networks

4. Research Results

O The contents of this project are as follows.

Domestic and foreign 5G private network introduction and application case study

- 5G private network overview and current status
- 5G private network introduction case

- 5G private network application case analysis

Research on 5G private network radio access and base station security

considerations
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- Security threats in the wireless RAN section
- Key issues in dealing with false base stations in 5G

- Countermeasures against false base station attacks in 5G

» Research on technology types applied to 5G private networks and security
considerations for each technology
- 5G Common Security Threats
- Security threats by 5G network section
- MEC and network slicing technology and security trend analysis

- AKMA (Authentication and Key Management for Applications)

Research on security requirements to be considered by companies introducing 5G
private networks
- 5G private network security threat analysis
- Security impact factors to be considered when introducing 5G private networks
- Security considerations for each type of 5G private network construction

- Security requirements for each 5G private network component

5G private network security considerations
- Security considerations for devices connected to 5G private networks
- 5G private network linking section and network security considerations
- 5G private network network communication equipment security considerations

- 5G private network MEC and application security considerations

In this task, through research on security considerations for the introduction and
establishment of a safe 5G private network, four technical documents were
prepared that summarized the technology application reference guide and security

requirements for companies planning to introduce a 5G private network. In
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addition, one non-SCI thesis was submitted.
» The technical documents : 4
- Domestic and foreign 5G private network introduction and application case
analysis
- Security considerations by 5G private network construction type and component
- Security considerations for 5G private networks in Japan and Europe
- Analysis of security requirements to be considered by companies introducing 5G
private networks
»  Non-SCI Papers : 1
- “Study on Security Considerations for Successful Settlement of 5G private

Network” , Journal of Information Technology and Applied Engineering(JITAE)

. Policy Suggestions for Practical Use
Contributing to the introduction of a practical 5G private network by presenting 5G
private network security considerations appropriate to the domestic situation
Contribute to vitalizing the 5G ecosystem by addressing overall security
considerations in the 5G private network environment

Use as policy data for related policy and law revision

. Expectations

O Economic and industrial aspects

» Various types of 5G-private services, such as culture/art, energy, education, and
public sectors, in addition to manufacturing, are provided and discovered,
activating the domestic 5G industrial ecosystem and expected to have various
ripple effects such as improving the quality of life of the people and
strengthening national competitiveness. Used to prepare guidelines for introducing

5G private networks suitable for domestic environment and businesses
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Foundation for planning core source technology for information protection to

foster future new industries using 5G private networks

O Social aspect

Preliminary analysis of threats to 5G private network-based services and
presenting security considerations to minimize social disruption and property
damage

Increase security needs for users who want to introduce 5G private networks by
providing cases of introduction and application of 5G private networks and

security considerations
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Z}&: Bosch Press, Bosch puts first 5G campus network into operation(2020)
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Z+5.: Lufthansa Technik, Lufthansa gets spectrum licence, deploys Nokia private 5G
for remote engine checks(2020)
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Z+8: Im-mining, Sandvik and Nokia team up to offer miners LTE and 5G
networks(2018)
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<5G UE >

« Malware

* loT Botnet

« Eavesdropping

* User Tracking

* Device to Device Attack

+ Radio Capability Downgrade

2 5G 582 71Ax B 99 A

52 ANA =] Y2d o), JAA 5& MY FFEOZ FE3= Open
RAN (O-RAN) ARgo] gl Aoz dgct A% O-RANS QE 0|27} # ok
Al AAEAE AT, A FAAY] Fo 34 ol 2 Zlela o] <lE 7]
Ao AFA o] Wi 4 Ark 183, 7K 7175 (Rogue Base Station) 02
ols] 712 &4 (Man-In-The-Middle Attack)o] e &= gtk 7|A=S &eZ9l
rjo]7] wiel] B2l FALE <lF md F 9low, Heko] FHopg AXE o,

HEFOR Q&) Anle] Hekol] 99 2 4 o

=
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< 5G RAN >

« Jamming

* Exploit Open Interfaces
(O-RAN)

* Rogue Base Station

* Physical Damage

« Eavesdropping Air Interface

- Vulnerable/Counterfeit
Components

() 5G &3t 3o} Kt AY A
Foje] NF AAo] ZxHo] Bekefdde] ¥ 4 St 56 B

Y

r2
kY
N
)
)
kY

4 £ A%, ARHIRE B4 Aol Y Helvk He 5 A7 FA e
EZo|A 8FsAL ZFojof e Mol gouk, ol U 4 AUz §2
S gtk TElw, Zele ewsks 4mE nUHeYS EASILY B BH0=
Q) AR ofsl ot NEol oJ3) e NE/F 1484 e Bl @ol e &
itk solols A84 Hsk ARl Q7] WEel Bevk HET FS BT AF
Fol AgHE Fa AN o] 4% E& U89 4 orh 1 % opeh AW E:

DoS, DDoS oF &2 Aul= AR A0 thek thel7} 2asi.
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< 5G Core >

Misconfigured Functions
Steal User Data/Fraud
Dos/DDos Attacks
Malicious Code

Outages

Network Function
Compromise

(4) 5G E3}7 Miulti-access Edge Computing (MEC) B¢t 91§ A&}
MECel A5 RBelol] Hokgt ofZe|A ol sl WA RIL FrZ=AY AH8AR
AHgoldo] 2d F lom, AE FHEIL WAARE 4 vk 12]a MEC AHd

e =4 de &2 ddf o] d Ag Mulz T T AV EAE ¢

(18! 2-4] 56 S312¢ MEC =o9lE Afgt

§1

< MEC >

« Exposure of Sensitive Data

» User Tracking

+ Attacks on Unsecured Apps

* Physical Attacks

+ Manipulate/Deleted Information
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() 5G 53 HEHNA stold B AR AR

Sofol 2 #lac Belh AP olFolAA ol ThE Lol Hul ] BAL
WA + A3, Fotols 1 Ak HA Yot sl x4 TE Lol xE
H2ow Qs Hold fZol WAY 4 itk ol9h ol HerHow

AAEA e Etols HIESORE AGOR Qs EA7F AL WHEEo]

1|
3!

< Network Slicing >

* Dos on other slices from insufficient slice
resource management

« Data leakage between slice

= Unauthorized access to network slice

= Poorly designed or implemented network
slice template

(6) 56 533 ScrP=/7teet Hot /iy Atg

W38t w4l (Virtual Machine, VM), 3to]Huto]lA  (Hypervisor), ZHo|Y
(Container) 57 22 7Hd3t £749] BAF oY L&A~ AT HIHPHS
g3l s|HFAel E 4 3, Virtualized Network Function (VNF) / Cloud
Network Function (CNF) oJw]#]2] #e] A£E= Q13| sjAFHo= WAl & 4 3o,
AR AAE 29 HHHYER Qs 54 7199 HolE7t 3-13s ol &shke
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OE 7Igdd =22 fdel Stk JH3E REXF FAldl o]&= Application
Programming Interface (AP ¢ AA7} 2= o] A4 FF= o]82 & o

[O8 2-6] 5G S&ld SetP=/Itetst Hotelgd At

< Cloud/Virtualization >

+ Virtualization Compromise (Virtual Machine
(VM)/Hypervisor/Container/Container
Platform)

« VNF/CNF Image Modification

+ Improper Tenant Isolation

« Attack on Application Programming
Interfaces (APl)/Gateways

« Eavesdropping

« Vulnerable Open-Source Code

(M) 5G 53¢ &9 AT B 97 AF
5G Esliol= MECE 53l Artificial Intelhgence (AD / Machine Leammg (ML)e]
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0.

< Orchestration and Management >

» Modify Messages/Sessions

» Feed False Data to Artificial Intelligence
(Al)/Machine Learning (ML) Algorithms

« Time Manipulation

* Compromise Software-Defined Networking
(SDN) Controller

+ Policy Attacks

» Attack on VM Image Data Store
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and Electronics Engineers (IEEE), International Telecommunication Union -
Telecommunication Standardization Sector (ITU-T), Internet Engineering Task Force (ETP),
Engineering Science and Technology Intellects (ESTD7} $1th. 3GPPolA = Service/System
Aspects (SA) Technical Specification Working Group 3ol4 SecurityE ©@3ka o,
3GPP Technical Specification (TS) 33.501 “Security architecture and procedures for 5G
System” ol 5G #¥ Hlo] Hejg o] QiTk

(02 §22-8] 56 HotEE B

=M 2E 717

5G SECURITY

TS 33501 M= 4 ~H e He T4 o= 13 Hel ygAre [y #52-919
2ol Aostqdr}y. z+ 7hEE Mobile Equipment (ME)ollA Serving Network (SN) 2
Home Environment (HE) 1t F4lsks 3ol mej=ojof & B AgF 9 User
Application¥} Provider Application 7+ ¥.¢F agAFgFEo] 7ido] Aol=of Qith
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(22 2=2-9] TS 335010] Hol=l 56 =9t o7 |Eix| B

{Ivy
User Application B — Providar Application

‘ i » | Non3Grpan | I

s Network access security (l) — security features that enable a user terminal to authenticate and access the
network by providing protection on the radio interfaces

+ Network domain security (ll) - security features that enable network nodes to exchange signalling and user
data securely.

* User domain security (lli) - security features that enable the secure user access to mobile devices.

+ Application domain security (IV) - security features that enable user and provider domain applications to
exchange messages securely. 33.501 specifications do not cover application domain security.

+ Service Based Architecture (SBA) domain security (V) - a new set of security features that enable
network functions of the SBA to communicate securely within serving and other network domains.

« Visibility and configurability of security (V) - security features that enable the user to be informed
regarding which security features are in operation or not.

4. 5G SA Hot Zi3t At

5G SAL o] At o]FFAlQl AGLTE) Hl3] ZZEZ HollA HetHow we
ol A 5G EstolA e olge el A3 AFgS olsiatal F8ate Flo
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SUCHE AHg3ttt ol A 2714 HellAl Hete] Zstet).
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(IMSD+= <l Hs) SUCIE a3t =7] Wil eZo] g oS HAased
T Stk AT7t ol sEAl FATRE dEAde] wEoAY] A HELE B4l
S 4 vl Q7] wiEol 7Y Azke =2 4wl gloh wEbA, 7hd AEALE
EEEEZ oS HAsE ¢ Qv Weh BT, 56 SAdAM = SUCIE F8l
HokS 75t Zloth
E7, SUCI &¥53} w42 Elliptic Curve Integrated Encryption Scheme (ECIES)E
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3> Key
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1> Eph. key pair
generation

y Eph. Eph. / Eph.enc. / Plaintext /7 Eph.
" privatekey / /  sharedkey / /__key,ICB / block 4
3

2> Key
i ement
m Final output = Eph. public key || Ciphertext || MAC tag [|| any other parameter]
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MAC-D ¢33} € o 99 b, UPE= PDU 58k At skA|9t 5G SAcA =
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[O8 F=2-14] 5G 7|X|=2 ZojY 7+ 7|SH

((l a)) ) e |~ 4“
A Front Haul | S iddle Haul m Back Haul

RU DU cu

2|

Al

RU: Radio Unit

DU: Distributed Unit

CU: Centralized Unit

RRC: Radio Resource Control

PDCP: Packet Data Convergence Protocol
RLC: Radio Link Control

MAC: Media Access Control

5G SA Fo] YEY L] 7)5E0], AHE 7Hlo g 3 4G o] YEYA 7550 7%
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oo wl [17 HEF2-15]9} Zo] z+ NF 2t Transport Layer Security (TLS) 714k Q1%
2 93355 A Y3k= Service-based architecture (SBAZ H&H Utk TLS 7)uke.
NF 3+ 4% 53 NF 3F $AlolAM a3t & 71d4de] BAEA H3Ack NFRF Bebgd
TLS ¥+ o2} Internet Protocol Security (IPS)2} OAuth 2.03 Zo] &4 7]4F BHSE
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[O2] £22-15] 5G T0{ UEY TS| SBA 7|2t NFZF SAl =0t

NE=

5GC-SBA

N
TLS, OAuth 2.0
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[0 $52-26] NGWN HIES3 &2l 7
5G Service instance layer
Video Cloud ToT Virtual Connected Mobile
Streaming Reality Vehicles Broadband
| I [
| I I
C Virtualization, SDN and NFV P ‘
_ \ / <>
Slice A Slice B Slice C Slice D

5G Network Slice instance layer

A=: Barakabitze, Alcardo Alex, et al. (2020). “5G network slicing using SDN and NFV: A survey of
taxonomy, architectures and future challenges.” Computer Networks 167 (2020)
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4= Bonfim, Michel, et al. (2020). “A realtime attack defense framework for 5G network slicing.”
Software: Practice and Experience 50.7.
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A5: Olimid, Ruxandra F., and Gianfranco Nencioni. (2020). “5G network slicing: A
security overview.” JIEEE Access & (2020), pp.99999-100009.
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A5 Olimid, Ruxandra F., and Gianfranco Nencioni. (2020). “5G network slicing: A
security overview.” JIEEE Access & (2020), pp.99999-100009.
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sl Fogt o)71F MHI~E AL F e Y 24T o a&H FH
#g7} 223tk o]2 9Ja) NFV (Network Function Virtualization) sjzitiele] zlsl=
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e Interaction of Employees and Machines (IEM).

e Efficiency in FoF Operations (FoF).

e Security Guarantees and Risk Analysis (SEC).

e Production Line Infrastructure (PLD.
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A44d AKMA
(Authentication and Key Management for Application)
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ofZgAeld A5 % 7] #HE AYstuA AKMA (Authentication and Key
Management for Application)®] EZslol] BkakE 7kstal ok AKMAE o] Altie
o] 5 &4l AlzElo A fAREE AHl2~F 433 GBA (Generic Bootstrapping Architecture)
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(Service-Based Interface)E A ¥skA] AR 5G7} s748tdA SBIE ALE + U=
Weko s =L gtk ey 71§ sHAlske A4 CK (Cipher Key)et K
(Integrity Key)ollAl AHA o2 ofEg Aol 715 AAstaL, 56 27] 5 HA} o] %9
F7}291 AKA (Authentication and Key Agreement) ZZEZFS A33ti= o)A

Bl E & ot} BESTE SBIE 1ok 233} FAlol 56 UEY A 28 4 girk
T3, GBAS} fAkstAl oiZelAlold 717F CKe} KERE A4 A=, 27] dF
Azt o]% F7HARl AF Aapt aFEth ol Hiel, AKMA= SBIE Aati, 56 7]
AAHEsE7] wZoll E&2 o,

AKMA FZE 71E 56 HEHZ /)% olele] F7b402 AANF (AKMA Anchor
Function)$} AF (Application Function)zh= F 7 M2 HESD 75& It
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AUSF25H Fojukd KAKMAE 25 715 dAsts b 289 AP AREA
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2. MH|A Z[dt 3£= (Service based Architecture)
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e NRF (NF Repository Function)
5G SBAE mlo|ZEAHIA WHES AHgste] F5E NFE 53 o53o=
Al AA 2E @A, 2

wAZ dHstu 3 ed, A9 SBAE NRFE &8ss 3% JE4 A4

%S $A% O NF A2829} 5 833 A8 439 NF A2H20A

5% UYL WS U NRFE NF 2820] 78 8351 54 Al2g Agshe

e NSSF (Network Slice Selection Function)

UESZ sgto]de 5G QlzZete] ZEAQ] NMER 7|5l Tefet UESA
Al g oEYAlAE MEE o & £ WlE FA48Y BEHU A
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e UDM (Unified Data Management)
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e PCF (Policy Control Function)
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o
¥
O
rlr
¥
L
o
N

b

R

o

o SBA ®<te] 73
SBAolAl TLS$t OAuth 2.0& =7 AR&stew W|EAA  PKI(Public-Key
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Infrastructure)& FZ3floF gtk PKIolA CA(Certificate Authority)= 2dg 21
#g 7% 9@ Ao wel 24 Bale dE ZRAEG AFAME WHFFt) AFAM9}
#E" FANA 7] AL SBAol HWAIE tiE TLS ¥ OAuth 2.0 AMg3sl=d]
Zog EFY F5F B AR/AFd AHEHE Rlo gssie] Ad"E ¢
9tk SBA FHL F

nfo] AR A2 o} 7] E %
AT NF7F QbdstAl Haslol 3t QASAE wgsty #ste 152
AEstd ZEA27F Basith §4 56 AlsElA AFAE s dgdhe

M

U
=
i
b
b
fru
N,
Ap
2
ro
=
3=
he)
hincd
o
o
m
]
N
o
p'h
rlr

Bojar NFe| BZ2AE nlo|a2an 2 Adog fAse B A4H of
Wi NP g Q12A7h AZSE B4 3GPP Alefo] EFEAE AT, NF
0 BAL % AZA BF £5H0] A8AV} 2TSE A% A4 Kot 58T
& gle waom FERclo} slmw el Belse] gk SBAE AEF A

U WEND LS 9B RolE 89 AZA Ao
BAE O ASET. B4 3GPP Aol QEAE TRulAYsks s Fug
PKIE A48 o3 A4 ol g @ 714 A% ARSo] ok A SB
TEY o AZA B 2 BER 719 AHo] HAL YT oY AYL AAD

m{m

SBA ¥ mlo]Z2Au A 7)&e] =90 F&ZFH Hhld YEJIE FAT
9tk T2t 5G Bk AlollA 3GPP7E Bd AR B4 HOl QTARIE op] 3T,
SBA Hoke spdald P g TLS 2 71ek ¢ 7]k Hol Z2EF Alg|
oJEFT. SBA B AMFE AR g9 A SR F3F, AE B B A
S-S thEth 3GPP SA3 Ak SBA HeE| I HES thRAul 7 Al 1esfof
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ZGoR TAHD, SBA ok Ake ARE Ag A, 7HE
Holo] HES AAHAY. AYS oo & FHRLY Moz THE ZuE
Y5x 02 neisolo} w,

3. oiZ2/FAo|ME 98t 215 Y 7| 2| (Authentication and Key Management for

Application; AKMA)

WEDE B8 oJFeACIY Azt AgAe] #o L FYAID Anlz
AZAL et B4 o8 RANATE BAT olFACIE MM A

3GPP= @Al M= IE AZEA | EE 3GPP Au| 2o tiste] 5G Al 2Eloj| A
AQdsh= 3GPP AAFHE B AF 2 7] #YE Ads] sfsted  AKMA
(Authentication and Key Management for Application)Z #l¢Ftath. AKMAE o] Alt)e]
o|FEAl A 2EloA &-835H GBASH BESTS 243 Mu|2~24 ofZg]Alo)d And)
HEE Az A 719 ARE JMteE de AF 9 7] #E] Afulzelth
AKMA® #3to] M&3l7] oo ojd UEIAM FY3 AHl~S AF3 GBAS
BESTel| thste] EAghtt.

GBA=GBA Bootstrapping® GBA Bootstrapping UsageZ A%t GBA
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Bootstrapping®ll A= UESH & AH9] Q1FS St S 98 Fdsts FEXE
@ Au 7% (BSF, Bootstrapping Server Function)& Ea ¢1% T2 EZS 2g3ic)
ol& %3 UES} BSF= FEZEF 7|5 Ff3t @t GBA Bootstrappings &3l
HE~E 7)7} FH99, GBA Bootstrapping Usage7} Asi®t} o] Axlox UEE
REXEA 7]E A3l o]Zg Aol 7]% (NAF, Network Application Function)#}2]
TS BT 4 ok UE7} NAFol A EAE Al eétal, NAFE BSFolAl UES]
UAAEAE AFste] A7) ALk Yt o]& B3l UESH NAFE AA71E 3
$ B3 4 9} GBAE SBI (Service-Based Interface)E A Q3}A|
BRAT 5G7F TAstHEA SBIE AU F e WFoRE JfMHIT ¢t SBle
7VEkE VIESQIA 7% 3F APL 718 BAlE ouatH, AH|2E $F37] flete] SBIE
3 APl 55 28 Sk 18U 718 sk AAbolA (Ko KellA] A o=
AZgAolA 718 I, 7] AF o]Fol F7120 AKA (Authentication and Key
Agreement) Z2EZ-S AYIrh= HollA HlEEH o}

BEST+= GBAS} frARSEAIYE, viElE]7F Agke 7] Alzke] 71 A4 Ax]o 32355
Utk BEST= 7] 18 AB|29} A2 W Ho AH|AE A|Fgkrh. BESTOA
RE HARAE & HeF d= ZOE (HSE; Home Security Endpoint)S %3

gt} BESTO AMgxl W™ R&E AMu]2~s UE-to-HSE Z=9} UE-EAS Rt =2

TEHEL UE-to-HSE 2= UEOlM HSEZR A$sHe AMHA 3d EfYs Hishs

) AH&EH UE-EAS 2=+ UES} EAS (Enterprise Application Server) Alo]el] A==

715 B3 EyEE H2ETh BESTE SBIE weshA] £33 FAld 56 v ESY FolA
A o ok =F, GBASE fASHAl olEEiAlold 717k CKeF KEFH A4 s,

Z2710%F o]F F7HQ F dapt a7dnh
5G MEAdA = A7 AREATEo] S71E of & Aol HIE 4 dofok

g} ol ofZg Al AZoA AR Eidel g 1Fo] BaE s, AR

Gzt o Fg Aol Aol B, JIFA 22 AR ID/YE et 22 AASHS 7t

oF o]Fo Xt} 3GPPolA= AHEAF T} Application Abele] 15 2 7] W3S

7}k

ot
o
£
of
2
2
Ty

Bl 2

SR
$53

)

o,

A5te] TS 33535% F3 AKMAS Alokalsich. AKMAE A4S, WiF, B#529} 2o
A wAeH BAIRlol ofE2A A AFAA AS 9 7] wEe ALtk AKMAA
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ol Zg Aol FFA= AF (Application Function® Ao)Ew A&t gk ¢1&e
HPLMN (Home Public Land Mobile Network)Z 913t} 1714 HPLMNS 3lg ARgAk2
7k ARIE A= 3GPP HESRAE onjdith. AxA o2 ofFgAlold FuAe #A
Hejelof & R AFEAF 7HS) HolB7F ZHastal Abg A Hejelor & ¢fE AR}
ZolEg. AKMA +ZE 7]& 5G HEYF 7|5 oY F71Eez AAnF (AKMA
Anchor Function)®} AF (Application Function)gl= F 7HA M2 YEHYA 7|5
Z3F5tth. AAnF= HPLMN (Home Public Land Mobile Network)oll 4] AKMAS $3F 3 A
7eE TR, 2719F AApt 4eH AUSFR5E KAKMAS Fofdo} o] 5 A%
ot AUSFERE Fofike KAKMAE 215 715 9sh= o] 285tk AP AREAR)
MU 2E AlEshs 7502 AR SEERE T QAo S0l AAnFoA
£ Fojulol ARga) dEtste] AAS S g TS 3353004 ojZeA01Ae]
o]0 wel AKMAS] 722 F 7IAZ FEIIGon, o= [18 2=22-33]3 2o}

(O3 £=2-33] AKMA =

[08 752-33]19) (& WEYI UFolr oAZAoldd Hshe AvUeE
Uehlie, e WEYRD A ojZgAolel H2eh7] 9a AvgLelth
E3 <E B22-D3} o] AKMAE $13 HEY A 84 2 7% AT =
g #19 AKMA 7z 9 84+ 483 ofEgAlold BelE Hste <& 3-89
2o Hel A B AR E4EjoR gk

AKMA© A AHg-E = 7

N
rir
o
D
P
A
rO
olN
=2
>
El
riot
il
rir
=
&
ny|

il
N
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SYET} AAnFoll A AFEEE 7)9] KAKMAE MESF AUSF7F KAUSFol A shAya}ar,
AUSF7} AAnFellAl dgditt. =3 AFA AMSEE 7|91 KAFE= MESF AAnFrt
KAKMA©| A st83tal, AAnE7F AFS] @7 we} KAFE AFelAl d2dth. AKMA
71 A% HAdolA AHEEE KAKMASH 7] AdA AKDE o 279150
AT w7tA AR fESHH, 27AFe] FPHW KAKMA 2 A-KDE
wAEL KAFE WEYT 2% AAd e HAH $9& AR83H, AAnF7}
KAFE AFel| o] A&$3ch A28 KAKMAZL AAEE A9oE 7|29 KAFY
Frjo] BEd w7iA AT 4 9lom, KAF FHo] EEE A9ode dAlY
KAKMAE 7|¥te g M2 KAFE spAste] ARESTE TS 33535004 A|QH
AKMAS] 7] AZL (07 F=22-3413 2o

<E BE2-7> AKMAE 9[8t HEST 24

JEST 82 s

HPLMNS] 47 7|5

AKMA Anchor Function | 27]¢1%$& 9+83}3 AUSFERE 418 KAKMAS A%+
(AANF) UES} AF 2+ AH2E 7] A5 A48kl UE AKMA

Context& {14
A-KID (AKMA Key Identifien)E 53] AAnFZ5-E KAF

Application Function (AKMA Application Key)Z &3
(AF) KAF7} Al 357] Aol MES A 95 2 AT Fof B

YEL| T Uil A3+ AF= AANF SelectionS 34
9F AFe gA4st 9 &<l
2] AF9] 23S AAnFol| A

Network Exposure Function

(NEF) AANF Selection 53
Authentication Server UE9] SUPL ¥ AKMA 7] A5 (A-KID, KAKMA)Z
Function (AUSF) AANFoA AlF

Unified Data Management

. 74dre] AKMA 74 HolElE A%
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E R

£2-8> AKMA EHot @7Abe & A

TR

BE]

AKMAE 5G Accessell AHEd 593 UE 719 &

AAFHE Al ok &

AKMAE= AKMA Au]Z~of thgk JA1A Q1=

TS 33.50104 A3k 5G 27|85 A=}
A AF-g3foF g

AANFS} AUSF Afolo] SBA QIEjH o]~ 7|4, F244 o

Aoz HEsofof g

AANF$} AFINEF Alo]¢] SBA QB #Ho]2Ae 714X
2 QYo F B F ook g
KAF= Ao THOE AF

l3te] 3GPP

] WS

o flo

M
[

oL

=
7T7E:].0

Ua* 71249l o3t
SN

Ua* 7|42 olEg Aol uet the
Ua* Z2EZLS AKMA 7] ¥zt (A-KD)E Agd 4
AefoF g
UE2} AKMA AF= KAKMA (AKMA Anchor Key)ol| 4 s} =
KAF (AKMA Application Key)Z AMg3lo] #z ZOE
Ua*s 8H 3 5= 9)ofof 3

AKMA 7] 2J¥H2HA-KID)ol)
LA

AKD= A AAACE dwet
A-KDE #z EE Ua*A AHEEHE ZEEZIA 7]
AEAE A Sl
AKMA AFE= A-KDZ}RE UEE Mu|28E AAnFE
28 ¢ glojof g}

UEel oigk 7Akg

UES] ofZe]A ol KAKMAS A8 + §l&
UEQ] oj&gAlold2 &g Aol sl7kd 574
AF-ID¢} ¥ KAFRE 7hA ofof &

UE] o EejAlold2 T& o EgiAoldell &3t KAFol

A2+ ge
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z7101% Haks Adstr] 98l 5GColA tha F=ds
ANAH-EZ
NIL: UES} AMF Abele] 7134
N2: RANF AMF Alol9] 7154
N12: AMFS} AUSF Atole] 7]&4
. N13: UDM3} AUSF Afole] 7]&4
AKMA Reference Point N33: NEFQ‘:JrﬂPr AF Ll,]i] ]7]%@
AKMA T2= o #2Hs Ao
N61: AAnF$} AUSF Aol9] 714
N62: AANFSE U2 AF Apole] 7124
N63: AAnF¢} NEF Alo]e] 714

(02 2=2-34] AKMA 7| HZ

Successful 5G Primary Authentication
as specified in TS 33.501 [2]

¥

ME
HPLMN

ME

ME

B =Rox= 3GPPolA ®FE3F 13 F20 AKMAS ol d Alt) Y ESFoA g8
GBA, BEST| thate] BA35l9th GBAS BESTE o)A Athe] WEYIANA ALLA<}
oZg Aol Atolo] Hel AFe FASE= d FEFHYOU YEYI HES %

A% 2 7] B AR ol9)e] FAHHY AF WA AFL AT AW So] 2TH
3GPPE AKMAE 53 | GBAS BESTS] 92 /jistel WEYD 271915 4ng
ggalal 9z @ 7] BYES AP (1Y H22-351= TS 33535004 gelah AKMA

A2 ek ol
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[O8 £52-35] AKMA EXf

UE AF(1) AAnF AUSF UDMIARPF

(1) Nudm_UE Authentication_Get_Request

5G Prumary Auth (5G AKA or EAP-AKA") (2) Nudm_UE Authentication_Get_Response
Egm:mma Ko and A-KID from Kause - generates K g and A-KID from K s
(3) Naanf AKMA_AnchorKey_Register Request
(4) Naanf AKMA_AnchorKey_Register Response
(5) Apphca 2 Establishment Reques
i ing (A Kn )
(6) Naanf AK 9.4 Appl onKey_Get_Request
{4 mn AF_ID}
enerates K, from K
(7) Nasnf AKMA_ApplicationKey_Get Response
meluding {Kagy, Ky exptime)
(8) Application Sesston Establishment Response
Secure Communication

i) AUSF= 5G %7115 A2+ % Nudm_UEAuthentication_Get Request WIAIA]E
3 UES] 71iA A4S 3 /154 2E UDM/ARPFOIA 2% 3ot

i) UE7} A9st ofFgiAlold AMeAtebd UDM/ARPF= KAKMA A4 o5& AAs},
olo] "3l ARE xshste] Nudm UEAuthentication_Get Response W AR
AUSFol Al A43t}y, AUSF= UDM/ARPFZEE Agwre 198 AEAs &
KAUSFol|4] KAKMAS} A-KIDE sAgic}. UE =3 AF9} F4l8] ool KAUSFEHE
KAKMA®} A-KIDE w}Aysity,

i) AUSF&= AAnF Selection H2+2 53] UEolA Au2E A3 AAnFE AA3s},
UE2] SUPI®} KAKMAE Naanf AKMA_KeyRegistration Request WA Aol Z &5}
A

v) AAnF= UEQl SUPI$F KAKMAE ##sla, Naanf AKMA_KeyRegistration
Response HIAIAS AUSFollAl A43it) AUSF= AAnFete] E4l o] AKMA 7]
ARE AT dart glon, AlFol Bagk Arde M2 AKMA 7] ARS
X238t AAnFollA] A 4gich

v) UEE AFD)#E] BAE A8zl Aol KAUSFelA KAKMASH A-KIDE w38t
A-KIDE Application Session Establishment Request WlA|A|o] E&3te] AR1)olA|

vi) AF(D)& A-KIDell wj3 == ContextE ZAAst, EA)akA] o™ AAnF Selections
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vi) AANFE= AR(De] Mul~E Algd 4 eA #lsta, 43 AKDE Fdf
KAKMAE 4/¥3ity. KAKMAZRE KAFDS 3835,
Naanf_AKMA_ApplicationKey_Get Response ®A|Ao] ZEstate] AF(DolA] A4:3k
o,

vii) AF(1)-2 4413+ KAF(1)S A#A38ta, Application Session Establishment Response
HARE ol Al FAol HEEUSS UEAA &dth

B
5

fol
>,
o~
o

4, AKMA JiM o472

5GB UES Tl s AHEAF ©to] A|&aA] 2lo]al VES ] o] Atz o
Athe Z1E sk AREAL @ AR Atole] A mgk =W dojd & 3
Ty @A AE AKMAGIME 9 vIESF0NA Y] AF A2 HAE Alofskd ngd
o HAE AR ¥ gtk AHEAAl B3 §le AAEYAlA AHl
AFs7] flsiAe ket AEAQ = Aapyt Aol

5G 271915 Az 9 AAnF (AKMA Anchor Function)ell 7] 718 Euljsls 52 9A 9}
UE7} AF (Application Function)ol] &t Bk @S FAskE 27] A2 @A, UEY

olF F UESHA 4l wet AW VIES A7 WA A-9ol4 UEAA AHl~E
AF3te AF7F A3 HE oAZgAlold ool dAZ AR Ajbeles Z2EZS
3GPP TS 335358 7|Wte & AAEHACH, 5G Al2®loA 3GPP AAFH 7]¥te]
olZgAelA ¢1F 9 7] Hle BB JsonE AYsks AL BuE Itk Akl
Z2EZo ti 742 ofEgAIA Mulx d=ow Ayeler [0 F52-3617
2o

(13 2=22-36]ol A= Serving Network 1914 ek wjn|Alo]d =z e ojZ]A o]
MU AE AFHE AR AR BAlska Qo) oo, AF&A7} Serving Network 2

2 olFsiA HuA doew o] AR o7]A oEeAold Muls A=

rulm
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& Agstd Hage] Aoz ARAdA B4 e AvzE Asd & Ak Al
ZREZAM AHEE 71Ee <& FE2-9D9 2t

[O8 £=2-36] AKMA EX}

Serving Network 1

Serving Network 2

Atstaal s o] Eg A Aulx A=W B TREZLS ARGAA &7
Qe MUIAE AFsla AFEALe] B4 9 glo|HE BEsof dt) Ty IA Ak
ZRESEY TUSA e A FA B &83lt) o]2 <ls UES AF
Abole] T4l AE S SHs AT & glon dAEA FAAE HESA §4 %
dlolele] &3 52 ofA HlolE YT e FAS AR 5 itk wabA Ajbshe
olZg Aol Aul~ Ao K TREZS 9o} o FAAY EAE AAE
AAE Berl 9o, o] 93] Dolev-Yao $1F =4S Hsiich

rl
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<E HE22.9> 7|5 M|

715 Skl

UE AHEAL T

AF AZY AN 75
AAnF AKMA A 75
AUSF U AW 7)E

DX X&] Azt
AIDX-Y X9} Y Apolofl A ARREE o AR

KX X9l 7]
KAKMA UE9} AANF Ato]g) 7]
KAF UES} AF Ato]9] 7]
X, Y ECDH 7181 7]

Seq A HS

nX XA YA 7

SK Al 7]

HM HAZ 1S FE

Dolev-Yao 913 R&e ARg&Ate] §41 9 vlolEl7h 3/HE AHde AREsy] Wi
HYEhE 9ES 2tk Dolev-Yao 913 2d& v3std 54 Foaks dF 2 7
w3 AAE 5 Bt AdE AAS T WAAE RIsol st ol& 93
IZEZE o HF QFARMS FFEo dth Adshes Z2EZ Uigh AL
opefjo} ok
i) AF(D3} AF(2), AANF, AUSF, UDM/ARPF= A3 34 712 %3 2 A4 3t
Hel A& P43k Sk

i) AF= ZF AW UES Y ZATo] X8kl §lom, AAnFe UES|S 0d
A8k Ak

i) AF= UEQ] o]l wet 243 = s ZAste UEY Contexts Hg
g 5 9tk

iv) AF= UE$} ECDH 7] n3-& 93 HAs ECDH =vQl stehrleE 33t
At
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9y ME S B nek aPARE Bhedt

i) 48T Atk B 22 EFY Al Fojaes MRS ASE ok itk

i) 7194 SAHA &L e $98 R AleldA AsE mMAAE 9
T

i) 724 - $UAHA B2 AE eUE VA AleldlA HEHE wAAE WA
& & it

iv) A 7] W AdShe B TREZ0] FYPHY 2RI WIAE Alo]
ASIN% FBIN7} FASHA @gol o] HAoF T,

v) S e v AjksRe ZREFY] A4 AA JE oEd WHoRR
A FlelA s = gk A,

i) R Ajkehe ZREFE o AEAE ARgSt] ARl ARARe] AR

E/NE A ook gk

Aoksie TEEZL 55 i, 27] A2 W, olZeAcld A= Wil 3l
TAEL 58 wAdNE 56 2719% AAE B3l UESH AUSE Aele] Hus)
KAUSFE 4433, UDM/ARPEZR] UES] ojZelAcld ALgal thd #i7ke etk
=i, UES] ool AHgo] $2159 UESH AUSFE w]H) KAUSFESE] KAKMAS}
A-KIDE sHlstal, AAnF= AUSFERE KAKMAS EHijE weth 27] H A=
UEZ} Ua* 7124¢ Bal AFol ek, 2o A9e 7457 93 KAPS sshs
Uede] BAE vk AYE ZREZY 55 % 27 F2 WA FAE (19
222-37)% 2.
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(03 £22-37] 52 U 27| ®2 o

UE AF(1) AAnF AUSF UDMI/ARPF

| l ‘ (1-1) Nude_UEAuthentication_Get Request

5G Primary (5G AKA or EAP-AXA)

(1-2) Nudm_UEAuthentication_Get_Response

%

/
[Stepl]

Registration

(1-3) Naanf_AKMA_AnchorKey_Register Req

(1-4) Naanf AKMA_AnchorKey_Register Response

-
(—| (2-1) Application Session Est: hx:nlkequpxl

(2:2) Naanf AKMA_ApplicationKey_Get_Request
including {A-KID, AF_ID}

[Step2]
Initial Access

i -1) AUSF= 5G %7]91% A3} £ Nudm_UEAuthentication_Get Request WAIAZ
3l UES] 7FA AAFH 7 A58 EE UDM/ARPE Al 2% gkt

i -2) UE7} 893 ofZejAlol A A-8Aetd UDM/ARPF= KAKMA A4 o 55 A4
3}, o]o] B3 ARE x3ste] Nudm UEAuthentication_Get Response WIAIA S
AUSFolAl H43th. AUSF= UDM/ARPFZE-E ZHgnike 298 A¥as 53|
KAUSFell 4] KAKMAS} A-KIDE 3tggt}. UE &3 AFSF SAlahr] o7
KAUSFEHE KAKMASt A-KIDE #Asit}t. UEF AUSF7F dAsl= A-KID=
KAKMAE <124)3}7] ¢35k 2lEAtelw IETF RFC 7542 [97]14 A4S &2l
w2} ‘username@realm’ ©2 A ETE username H-EE 9B 2@z}
A-TIDZ realm H-&-2 Home Network Identifier2 o]FoiZlIt}h. username -2
A-TID= KAUSFollA A=),

i -3) AUSF= AANF Selection Ax+2 E3] UENA AR ~AS AZ AAnFS AA
3la1, UES| SUPI®} KAKMAE Naanf AKMA_KeyRegistration Request =] A=l

Lokate] ALt

i-49) AAnF+= UE®] SUPI®} KAKMAE AAsla, Naanf AKMA_KeyRegistration
Response WAIAE AUSFOAl Z$gtth. AUSF= AAnFeRe] B4l o] AKMA
7] ARE AT dart glon, AdSel Bad Aeddes A2 AKMA 7
2155 A5t AAnFellAl A$gict

H~l
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ii-1) UE= AFD#e] 521E 7iA817] dell KAUSFol A KAKMASE AKIDE dHAs},
A-KIDE Application Session Establishment Request ®A|A]oll E3Fste] AF(D)olA|

A3t

ii-2) AF(D)2 A-KIDol viA== ContextE ZMsta, EAsHA %o AAnF
Selections &3l AANFE A&gitt. Aejdk AAnFoAl KAFDE 24317 9138t
UEZ5H Agke A-KID 2} N D (AF_D)y&
Naanf_AKMA_ApplicationKey_Get_Request WIA|A|ll E3sle] AAnFollAl #43ich

ii-3) AAnF= AF(Do] AHI2~E AFE F AeA Fsta, $41% A-KIDE S8
KAKMAE gt KAKMAZHEH KAFDS 3H¥sta, KARDS fFEA7He
Naanf_AKMA_ApplicationKey_Get Response WAIA]oll &) ARDONA H$gich

ii-4) AF(D)2 =213k KAF(DS A#skar, Application Session Establishment Response
HAIAE 3l Al T80 SEEHUSS UEA gt ojd, A= dAolA
o AHZLE AT F JIEE A I Seqls wAA | Egtste] HEgch

UE= KAKMAOIA KAF(D)S »Hstal, A ME Seqle A&7

Aokeh= TrEZ] A on BAE YES S At wkgh Push 713} Pull 719
F 7HAE FEET Push 713 Pull 71He A=onrl doju}r] A7A e Aaks
Edatn, A=on dAA UEY Context7t A2HE +Ad wel FEAT 94,
Push 71 UE7} ol 5at7] ol eemE AAsta, = o Contexts
AFQ)AA AF3t=E AFDolAl 848t o] %, AFQ)+ AF(DEFEH w2 Context&
7ito 2 UESF 1% 9 7] wehe g3t A¢tels 22 e A=9on oA (Push
7I)E (18 F82-381¢F 2ok
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(12 222-38] =2t CHA| (Push 7|w)

UE AF(1) AF(2) AAnF

Secure C

~computes AID(g az(1)= IDyx & Seq
- computes HM; = HMAC Kz, AlDug.azcy, Ware)

(3-1) Application Handover Decision
neluding {AlDusara. Dare, HM1}

chy
con

- chooses X and computes X-G
- computes HM2 = HMAC(K 1), AIDuE-a1), IDasy, 51, X6, HM)

(3-4) Application Handover Reqlect including {ATDyg ary, IDrq) m1. X'G, HMz})

[Step3]
Application
Handover

TG

- col
- computes HM. = HMAC(Ksy, ATDiz.5

(3-5) Applieation Handover Response fricluding {ATDug a5y, IDarn). 1, , Y'G, HM;, HMy}

)
5602 = AlDtz Ay @ Due

= HMAC(X Y G, ny, no, “Session Key")
vith SK
computes HM: = HMAC(SK. n))

(3-6) Application Handover Key Confim including {ny, HMs)

- checks HM; with SK

(3-7) Application Handover Complete mchuding {IDve. TDazp)}

i-1) UEv =W F%s A, o 282 ADUE-AFDe} = o
AF9] 21dx} IDARQ2)S Application Handover Decision ®A1A|ol] £3}ate] ARD)SlA

o] f&st¥, ADUE-AF(D$} SeqlE s UES ID (DUEE EHH3Hh ol %,
KAF(1)3} IDUE, Seqls Application Handover Context Transfer wlA|x]o] x&
stod AFQ)OIA HHgh AdE T3l HEdh
i-3) AFQ¥E A% KAFD)3} IDUE, Seqle A&t olo] i $Ho=
Application Handover Context Transfer Complete WA &S AF(DA <43},
i-4) UE7} o]&3le AFQ)e} 4= H, UEE 9A% nl¥} ECDH 7|2l 7] X, F717)
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X-G& AAgTh o]F, ADUE-AF()9} IDAF?), nl, X-GZ Application
Handover Request wlA|A|o ZEdk3lo] AFRQ)olA 43t} ojwj, Application
Handover Request AIA]= KAFD)< 53l 2§95 HM2ol| <J3ll F-24o] Ragt;

ii-5) AF(2)= Application Handover Request WIAIAE Alska, WA HM29}
ADDUE-AF(DE AZsit}y. HM22} AIDUE-AF(D)7}F 25 2314, Seq29t A%k
n2E AAskaL, AEE AAdA AR i 28k ADUE-AFQ)E A,
o]%, ECDH 701 7] Y&} 37071 Y - GE A§Adstar, UES] ECDH ¥707] X - G}
Apalel ARl 71 Y& Bl Al 7] XY - GE =@tk =% ECDH A4 7]
X-Y -GS nl, n28 %3 UESH AFQ)9] A4 7] SKE 333t AFQ)= 7]
TS mpA T 2 A ¥ AIDUE-AFQ)9} AH4le] 218zl IDAF(Q),
I A% nl, n2, ECDH &717] Y - G2 Application Handover Response | A]#] 9|
Z3k3te] UEo|Al H43kt}. Application Handover Response AR A4 7]
SKe} KAF(DE B3l Eoxe HM39 HM4o R FAA4S BAgd 4 Stk

ii-6) UE+= Application Handover Response ®WAIA|oll £3d HMAE A F3slal, MZ&
ol 21+ AIDUE-AFQ2)¢} #Hale] 2182k IDUEE B3l Tt A ME Seq2&
Teit) o3, AF(2)¢] ECDH 3717] Y - G&F A41e] ECDH 719 7] XE &3l
ECDH Al 7] X-Y - G& =3 5% ECDH A4 719k YAk nl, n2el
A UESF AFQ@)e] A 7] SKE ate 4= Stk SKE B3l YA miAlA] 1%
FEQl HM3E AFste WA A F24S gdd & Slvh mAA o] oigt
Agol ¢55A UEE AFQE 158 + Jdoh. UEE AFQd ot A5
gzt AR 7] F9 dAE fst YA/ n2¢k K2 HEE= HWGE
Application Handover Key Confirm wA|&]of Eg}ste] ARQ)oA] Z4-3hct.

ii-7) AF(2)= Application Key Confirm ®A|A|el] 323 HMSE Z&E3te] UEe thgh
A=m AR FI7 AFHor wIFEHJEA &ty =3 Application
Handover Complete HIAAS Ba) UESte] =ou7h AAH o7 FRHAUS
AAnFellA| Bi1ghtt.

o

Push 71%3k= W= Pull 7132 UE7} AFQZ o]&shd, AFQ)lA AR =H-H
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ContextE 2A3== F=3th AFQ+= AFDZREE ALd Contexto] 7[¥HS &
UESte] )15 9 7] weke g3t} [18 F52-39)= Pull 7S 283 A=
W Aaks Yepd Aolth

(07 222-39] =28 EH (Pul 7[d)

UE AF(1) AF(2) AAnF

Secure Communication

(3-1) Application Handover| Request inchuding {AIDug.ar. IDxr, 11, X-G: HMy}

(3-2) Application Handover Context Request ncluding {AIDts s, IDxra. n. X-G. HAM:)

(3-3) Application Handover Context Response inchuding (K, IDuz)

[Step3]
Application
Handover
(3-4) Application Handover Resglonse including {AIDUz.Ars, IDarc) a1, 2, ¥-G, HM:, HD:)
0
242 = AlDug sy © iz
(XY Gy, “Session Key")
HMAC(SK. m)
(3-5) Application|Handover Key Confirm imcluding (s, HM)
E.\ec s HM; with SK
(3-6) Application Hardover Complete including {IDys ID iz}
Secure Communication

iv-D UEE AFQ)7F 23+ VES|AE o]sshd, ECDH 7Sl 7] XoF 3707] X - G,
UAFE nl, ¥ 2EA ADUE-AFDE A%t 18] AIDUE-AF(De} o)A
o H&3E AR 28 IDAF(1), YAt nl, ECDH ¥717] X -G, HIWY)
KAF(D)E &3 A4 wAA <% 3= HM1-S Application Handover Request
HAA] o 3t} ARQ)ol| A H 53k

iv-2) AFQ% UEZHE 4413k Application Handover Context Request HAIA|ZS
AF(DeA] A7

o

iv-3) AF(1)-& Application Handover Context Request WA|A|A HMIS #3538}
AIDUE-AF(DeA] IDUEE F&3tt) o]& T3l oldd A&3d UEY S gRlshd
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UEe}te] wg7] KAF(D# UES] 2182} IDUEE AFQ)olA kg S Sl
Zahola= g

iv-4) KAF()¥} IDUEE 853 AF(2+= ECDH 71 7] Y&} 37071 Y - G, YAI% n2&
A8l 3-1614 A% UES] ECDH 37871 X - GE %38 ECDH A4 7
XY GE Akt ECDH A4 7] XY - G+ YA%: nl, n2=2 UES} AF(Q)
Atele] AIA 7] SKE AT =3 IDUESF the A WS Seq2g Xl
AMEL o 282 ADUE-AFQ)E Attt BE Aldte] 8™, AFQ)=
AIDUE-AF(2)¢} IDAF(@2), nl, n2, Y - G7} &3s+d Application Handover Response
AR S 25k, 1Y WAAE 2HEshr] fste Z47b SKeb KAR(DCo. 2
A vAA] /15 ZE= HM29F HM3E wAI Aol F7}ste] UEAAl &3ttt

v-5 UEE 4 KAFDS B3l HM3E AFsta, +4ld ADUE-AFQ)9F HEArgh
DUEZ A2 ¢A W3 Seq2E E=F3t] AAgch. AR ECDH 3717
Y -GE 53] ECDH AlA7] XY - GE 38t a, X - Y - G nl, n22 AFQ)9}
o] A7) SKE fr=sted HM2E A
UEE AFQE Q15T  om, Al 7] SKE AEE + 3tk UE+ 7] &<l
AAE 95t n29 SKZ AA43e HM4Z Application Handover Key Confirm
WA Ao E3Fste] AFQ) A HE3ich

iv-6) AFQ)+= SKE 53 HV4E A5go 24 UES 95sty, K& 288 4 9ok
3 AFQ+ UESte] Ao APyt ks =Sle-2 AAnFoAl Basty] ¢t
IDUE9} IDAFQ2)E =38ksl= Application Handover Complete WA XS 2 43ic}),

o\

W BE WAA AF 22 fEsha

5. AKMA 7iM Z2EE0| HYs AT

Akehs Bt Z2EZ HOS S| flste] Y3t HS5S Tk Atk
Fson Hol TZEFZL T2 O =

TF WS 27] A2 A 56 27190F 9 AEA ugk 7] A w2 7] G
o]Folx|7] W] B3l HAFe] ol ¢sst dugFEe B HIHE wAAG
AR et wEh £ aeas e o wAle] Push 71 Pull 7ol tisl] 7353

27] AT A, F=oH B

’
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e

oA E =

Z A5< 918k Scytherg AH8-8IATE Scythere= A&shd A3 st
A% =724 Cas . F. Cremersell &J3] Aot Atk Scythere] AFL i) 2, ii)
%, i) A7 3gAR FAETh A, B A4S ol Hol ZREFS
Scyther®] gt 23 HE A<l SPDL (Security Protocol Description Language)= 2t
AAE RagdEn. 7240 SPDLY HF Z2EZO| 7} Foztd gk JT&
Aejetal, TREZA wEEHE BE WAAE HAR ok g

SPDLE 24d Z2EE Bd2 7 Ao e A, 2283 A9, /¥ 9T
Ao AR o|FoXth Y W ML ZEEZNA FFHOE AMEEHE Agent,
Ag2L Ao g, mlag Fo] AMdEI, ZREZ oAM= Y 9de s
IeEE Fio| Aodnt ZREE Aot T ZEEFEY ojld Fad e}
BE ZREZS AP 5 Aok mATeR A A8 Aoe ZREZ §A ez
o] P& Aste R AYWUSTE HAsta, sende} recvE FAE B2l HIAA,
Hel 2B AFS 9§ claim eventE E3gch

Abshs z2EFY ofZgAold F=oH B A= Push 713t Pul 7|Ho2 &
7] wjZoll Z+zk SPDL 7IRke] mElyS st Aclele tREES A5 Aie
247y [17 F52-4019 (@), (D3 2on, Aol @2 A¢ksts Z2EZY J=e
B &A1) Push 71934} Pull 71 487 340 tigte] bghe & 4 Uk

R

(18 £=22-40] Scyther ZZ Zt

(@ (b)
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